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Job Purpose

Reporting to the Associate Vice President, IT, the Manager, Cybersecurity and Client Outreach is responsible for developing and coordinating the cybersecurity program for Trent University and for ensuring the delivery of resources to instructors and staff to enable their effective use of information technology in teaching and administration.   To fulfill this mission, the manager will be responsible for the development, management and coordination of the university’s cybersecurity program  and the Tech Rover program and all associated resources.  This position is the prime liaison on cybersecurity and with the user community with respect to the effective use of information technology.

Key Activities
Tasks may include, but are not limited to the following:

1. Develop, manage and coordinate the university’s cybersecurity program.  This program is intended to ensure the confidentiality, integrity, and availability of university systems.
2. Develop the Tech Rover program from the ground up.  This program is intended to provide the resources needed by faculty and administrators to work with information technology in teaching and administration.   

3. Supervise the university Information Security Officer and associated student staff
4. Supervise a team of Academic Tech Rovers that are responsible for supporting instructors in creating Blackboard course shells, setting up quizzes, rubrics, and drop boxes, uploading materials, and generally answering any questions related to the use of the Blackboard LMS System.
5. Supervise a team of Administrative Tech Rovers that are responsible for supporting administrative staff by providing consultation on the use of information technology.

6. Design and develop information security policies, best practice guidelines and workflows to ensure regulatory and standards compliance with NIST, ISO, PCI, PIPEDA and other relevant frameworks, standards and legislation. 
7. Develop a training program for all Tech Rovers to ensure that they possess the appropriate skills necessary to support both instructors and staff.  
8. Assign work to Tech Rovers and ensure the completion of assigned work.

9. Define the standards and processes that must be adhered to by the Tech Rovers.

10. Develop a quality assurance program to ensure that the work completed by the Tech Rovers meets departmental standards.  

11. Create reports and metrics to reflect the quantity and quality of the Tech Rover service.

12. Oversee the development, design, and implementation of new resources, materials, and guides for using technology tools as needed.

13. Establish a feedback loop between IT and other departments.  This can be in the form of regularly established meetings for information collection, problem resolution and follow-up, and general education.
14. Work with the user community to set priorities and deploy resources appropriately.
15. Work with other IT staff and management in the delivery of an effective Information Technology program.  
16. Contribute to overall IT planning, financial management, budgeting, and strategic planning.
17. Establish relationships with key vendors.
18. Recruit, hire, fire, discipline and supervise Tech Rovers.
19. Other duties and projects as assigned.
Analytical Reasoning
Analysis is required for developing cybersecurity-based initiatives to problems and opportunities.  This requires gathering all the relevant information, identifying the underlying issues, researching causes, determining areas of impact, and recognizing vectors that indicate more significant problems.  Need to organize and prioritize problems based on effort required, resources and impact.  Issues range from small requiring minutes or hours to solve, to very complex requiring weeks or months.   All solutions need to be weighed against all costs and benefits.  Simple problems are solved using existing processes, documentation, and routines. Complex problems require research, prototyping and testing.   Complex problems require a reasonably high level of skill in cybersecurity practices and systems design. 
Analysis is required for developing client outreach initiatives.  This requires gathering all the relevant information, identifying the underlying areas of concern and need, researching best practices, and determining areas of impact.  
Need to organize and prioritize client relation problems based on effort required, resources and impact.  Issues range from small requiring minutes or hours to solve, to very complex requiring weeks or months.   
Decision Making

· The impact of the decision making for this position is significant.

· On the security side, the manager is responsible for key strategic decisions related to the information security program.  These decisions are key to maintaining the confidentiality, integrity, and availability of the university information assets.  These include decisions on; the make-up of the program, the initiatives to be undertaken, the human resources needed, the budget to be allocated, and all operational logistics.   
· On the client relations side, the manager is responsible of key decisions regarding the development and management of the Tech Rover program.  These include decisions on; the make-up of the program, the initiatives to be undertaken, the human resources needed, the budget to be allocated, and all operational logistics.   
· Day-to day decisions are made based on the analysis of the escalation without the structure of established procedures or defined policy.  Often results in recommendations to Senior Management.

Impact

· An effective cybersecurity program ensures the confidentiality, integrity, and availability of the university’s information assets.  A cybersecurity attack, exploiting a key attack vector, can have the devastating effects of: disrupting university operations, exposing confidential information and impacting university reputation, and putting the integrity of university data into question.   There is a direct revenue impact here with attacks costing universities hundreds of thousands to millions of dollars to mitigate. 
· An effective Academic Tech Rover has a direct impact the quality of the university’s online and remote course offerings.  The quality of our online and remote programs will directly impact revenue through student retention.
· An ineffective Administrative Tech Rover program will impact the efficiency and effectiveness of administrative departments that are offering services to students and faculty.  Goes to quality of service.
Education Required

A University degree in Business Administration, Education, Computer Science or related area from a recognized university with Canadian accreditation or its equivalent in knowledge and experience.
Valid CISSP certification from the International Information System Security Certification Consortium (ISC)2 required.
Experience Required

1. 5 years directly related experience, three of which are progressively responsible experience managing computing staff.

2. Two years’ experience in a supervisory position overseeing computing staff.

3. Experience in designing and implementing educational courses and programs.
4. Demonstrated experience in supporting instructors in the use of educational LMS Systems.
5. Demonstrated experience in supporting administrative staff in the use of information technology.
6. Desired experience developing a team, recruiting, developing others, and performance management

7. Demonstrated experience managing project(s) to completion in time and on budget

8. Proven experience in the coordination of various tasks under tight deadlines

9. Administrative and communication skills. 

10. Ability to manage people.
11. Excellent written and oral communication skills.

Responsibility for the Work of Others

Direct Responsibility for the Work of Others: 

· Information Security Officer (1 OPSEU Position)

· Academic Tech Rovers (17 student positions)


· Administrative Tech Rovers (3 student positions)
· Information Security Student Support (1 student Position)


· Responsible for hiring/firing/performance managing all above positions

Indirect Responsibility for the Work of Others: 

· Contractors engaged for project work including other project managers, technicians, trades personnel etc.
Communication

Internal:
· Communication is required with all University departments (Faculty/Staff & Students) both administrative & academic.  Variety of Committee and team participation.

· Communication relating to change in service levels and/or new service roll-outs could vary from information bulletin to organized training/orientation focus. 

· Often includes challenges from Department Chairs/Director’s relating to service expectations.

· Project updates/negotiations & compromising/substitution & budgeting.

External:

· Vendors/Service providers & Project Managers for project scope and management.

· Peers at other Education organizations.
Motor/ Sensory Skills

· Computer Skills.  Efficient use of standard computer interfaces (keyboard and mouse).    Job requires a high level of proficiency to complete required workload.
· Constant interruptions from phone, email, and instant messenger.
Effort

Mental:
· Sustained concentration - Most tasks required a sustained level of mental effort, and frequent interruptions occur throughout the workday. 
Working Conditions
Physical:
· Long periods of time at a computer
Psychological:
· Stressful - Often intervening with already frustrated client. Continually pressured with high volume and quick turn-around of incident management without the luxury of precedence and/or current policy/practice to guide. Continually re-assigning resources to competing and rapidly changing priorities.
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