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Job Purpose

The Director, Risk Management, reports directly to the Vice President Administration.  The primary purpose of this position is to provide leadership and direction to the University community with respect to all aspects of risk management including emergency and business continuity response and planning, environmental health and safety, personal and physical security, access control and the university’s enterprise and activity risk management and insurance programs.  The incumbent is also responsible for the effective operation of the university’s parking program.  The work involves designing and implementing strategic and operational risk management programs that impact across all divisions within the University, creating new risk management mitigation techniques and processes, providing support and guidance to departments and divisions across the University, advising all levels of management on risk related issues and the development and implementation of strategic and operational goals for all functional areas in the department.  In addition, the Director represents the University and is the key liaison point with various external parties in the university sector and in municipal and provincial government for all functional areas of the department.  This position is on-call at all times for high impact emergencies and is called upon frequently after hours.    

Key Activities

General;

1. Decision-making, strategic planning, establishment of goals and objectives, continuous improvement and overall coordination of university wide programs in risk management, insurance, emergency management, security, environmental health and safety, access control and parking.

2. Developing policies, procedures and programs related to all six functional areas that are aligned with the strategic interests of and implemented throughout the university.

3. Promoting strong working relationships with departments to ensure that risks are appropriately identified, mitigated, communicated and insured.

4. Providing advice and assistance on implementing risk management programs for new university initiatives and existing operations as risk factors evolve.

5. Communicates effectively with senior members of all University departments to ensure participation in risk management, emergency, safety, security and business continuity operations.

6. Preparing annual reports regarding risk management programs and compliance issues, including health and safety, for Board of Governors.

7. Providing advice on university sector best practices and applicable legislation in all functional areas to Senior Management.  This includes the Insurance Act, OH&SA, PSISA, TPA and other legislation that impacts criminal and civil liability, environmental health and safety, emergency response, business recovery, security and parking. 

8. Conducting or coordinating educational seminars for employees to assist them in recognizing and mitigating their risks, including risks related to health and safety, security and emergency response.

9. Standing member in a variety of university committees including Extended Management Group, Policy Working Group, President’s Advisory Committee on Human Rights, Emergency Planning Committee (Chair) and Joint Health and Safety Committee (Certified Member).  Participates in other university committees such as the Vision Renewal Committee.

10. Managing the department budget of approximately $2 Million (operational and ancillary funds) by maximizing the effective use of scarce resources.

11. Optimizing the performance of the Risk Management Department Team through effective use of performance reviews, coaching, mentoring, performance management and providing professional development opportunities for all staff.

12. Hiring or approving the selection, discipline and termination of staff as required.

13. Managing the day to day activities of the Risk Management Department through subordinate managers to ensure that the University community’s expectations are met. 

14. Overseeing or conducting security, safety and insurance related investigations.

15. Informing the Vice President Administration of risk management and insurance activities, significant security or safety incidents and progress of projects and workloads.

Risk Management;

1. Directing and supporting the Enterprise Risk Management (ERM) initiative for the university, including assisting senior management with identifying and analyzing enterprise risks and opportunities, assisting risk owners with selecting appropriate risk controls and monitoring the effectiveness of the program. 

2. Providing university managers and administrators with tools and support to manage operational risks through the Activity Risk Management (ARM) program and/or Student Activity Risk program, which is managed by the Office of Student Affairs.

3. Analyzing risk and insurance trends, both on campus, locally and internationally to determine the effects on the University and identify programs that should be developed.    

4. Managing the University’s insurance program, ensuring that it meets or exceeds industry standards and provides appropriate coverage for university exposures.
5. Directing and managing the resolution of claims, including the settlement of claims with third parties and provision of direction and goals for outside legal counsel and adjusters working on such claims.

6. Promotes strong working relationships with insurers, brokers and outside legal counsel to ensure continuous management and improvement of risk management and insurance programs as well as ensuring that claims, litigation and settlements are in the university’s best interests.

7. Establishing, in cooperation with other departments, risk criteria that must be met for third parties to conduct business with the university.  

8. Ensuring provision of contract review services for identification and mitigation of contractual risks, including placement agreements.  This includes the provision of appropriate clauses for inclusion in contracts as well as insurance reviews of third parties.

9. Acting as the University liaison with the Canadian University Reciprocal Insurance Exchange (CURIE) as well as directing the purchasing and placement of all insurance programs outside of CURIE.

10. Representing the University to external agencies/partners such as the Ontario Risk Managers Association, RIMS, COU and CAUBO.

Emergency Management;
1. Directing and supporting emergency (including business continuity and pandemic) planning for the university with the purpose of ensuring that the University meets or exceeds sector standards and is appropriately prepared to respond to significant emergencies to minimize disruption of university activities. This includes chairing the Emergency Planning Committee, ensuring Emergency Operations Control Group members, Incident Commanders and emergency responders are appropriately trained, creating and maintaining properly equipped Emergency Operation Centers and ensuring that an Emergency Communication System is in place and tested regularly.

2. Directing emergency response operations as Incident Commander when appropriate.

3. Representing the University to external emergency agencies/partners for emergency management, business continuity and security issues.  Agencies include Police, Fire, EMS, Emergency Planning, Health Unit for the City and County of Peterborough, OPP, RCMP, CSIS, COU, CAUBO and provincial ministries.

Security;

1. Ensuring 24/7/365 security coverage is maintained and that security guards are licensed, trained and appropriately supervised.

2. Leading Threat Assessment Teams to respond appropriately to individuals posing a risk of violence to themselves or others.
3. Overseeing the development and implementation of programs and strategies in crime and loss prevention and recommends and/ or directs through training of staff and members of the community effective measures and procedures to enhance the quality of life on campus.

4. Ensuring incident reporting software is in place with search and statistics capability to document all security, safety and risk related incidents and concerns to allow appropriate response and risk mitigation action.

5. Full responsibility and authority in responding to and handling major crime and serious incidents on campus.  Liaison, plan and implement with local policies agencies, critical incident responses to ensure the safety of all users on campus and the dissemination of information.  

6. Ensuring effective and appropriate security related infrastructure (e-phones, radio systems, video surveillance systems, Emergency Communication System, vehicles etc.) are in place and maintained in good order and that staff are appropriately trained in their use.

Health and Safety;

1. Ensuring the Joint Health and Safety Committee conducts effective safety audits to identify and coordinate the mitigation of safety hazards in accordance with appropriate risk management practices.

2. Ensuring that safety hazards that cannot be appropriately addressed by the JH&SC or the EH&S Officer are managed through the ARM or ERM process.

3. Providing leadership and support to the Environmental Health and Safety Officer on WSIB reporting, preventative actions and training.

4. Ensuring the university’s safety programs and policies are compliant with all legislation and sector best practices.

Parking and Access Control;
1. Developing and implementing university wide access control strategy and policy to enhance building security.  

2. Overseeing the strategic development of the parking service to ensure that university and customer needs are met while balancing the environmental impact of vehicle operation on university property, and that revenue goals are met to support the efficient operation of the service.  Annual revenue from parking is approximately $800,000.

3. Deciding third level parking appeals and recommending changes for VP Administration approval to parking policy, regulations, fees, infrastructure and permit structure as required.

4. Overseeing capital projects for access control and parking to ensure projects are strategically necessary and completed within budget, on time and with minimal disruption to the university community.
TrentU Card Office

1. Developing and implementing a university wide campus one-card system that allows employees and students to add funds and  pay for services provided by all campus vendors (meal plan, Seasoned Spoon, Planet, Trend, bookstore, vending machines, laundry, parking, flex dollars, library etc.) and selected external vendors.  
2. Ensures an effective marketing and sales strategy is in place that is consistent with and supportive of the operational goals of other Trent ancillary services.

3. Ensures security of card access system is safeguarded.

4. Ensures TrentU Card office adheres to best practices in financial accountability and security.     Ensures TrentU Card Coordinator works collaboratively with other university departments to provide necessary support and assistance, including training staff and programing cash registers and other card reading devices.
Analytical Reasoning
Analytical reasoning is a major requirement for all aspects of risk management.  Analysis is required to identify university wide operational and strategic risk exposures, assess risk and threat levels, determine appropriate treatments and evaluate their effectiveness.  Policies and procedures are often non-existent or inadequate to provide guidance, so the incumbent must research corporate and university sector best practices and adapt them to the Trent environment and the particular issue.  The incumbent is responsible for initiating and developing strategic and operational risk management tools for all functional disciplines in the university including personnel management, finance, physical plant, safety and security, information systems, student affairs and academic and research processes.  The incumbent must be able work with risk owners to clearly identify the problem and risk exposure, then analyze the effect of both internal and external risk factors, such as demographics, legislative change, economic fluctuations and political policy.  Once risk treatments have been identified, the incumbent must analyze the potential outcomes of the various treatments or non-treatment to quantify the risk.  The incumbent analyzes the effectiveness of risk financing measures, including the university’s insurance program, in light of the overall risk profile of the university.

Department specific operational analysis is required to identify and resolve problems specific to departmental line functions (parking, security, access control, emergency management, health and safety), including interpreting sector best practices in a wide variety of complex and multifaceted situations, such as assessing and managing the risk of violence posed by members of the university community both in immediate response situations and as the Threat Assessment Team leader.  Strategic analysis and reasoning is required to develop emergency response and business continuity plans, access control strategies for the university and security strategies and procedures.  The incumbent must use analytical reasoning to develop and maintain a sound business strategy for the Parking Service that meets or exceeds revenue goals while providing excellent customer service.  Analytical reasoning is required to develop university wide policies and procedures on a wide variety of risk related issues, which are consistent with and supportive of the university’s strategic objectives.  In an emergency, safety or security situation, analysis must often be conducted quickly in consideration of the information available at the time.

Decision Making

The incumbent makes decisions relating to approval of departmental policies, procedures, priorities, initiatives, staffing and major purchases in all functional areas.  Decisions often require developing procedures within broad policy, or in the absence of policy, and require good judgment and an understanding of the strategic goals of the university in a number of areas, so that decisions are made in the best interests of the university.   Decisions relating to emergency response, safety and security must be made quickly, in a high stress environment.  Decisions include the selection of insurance coverage and security, safety, emergency management, access control and parking systems equipment and software for university wide application. The incumbent decides risk levels and risk treatments based on sector best practices, but modified to fit the Trent environment.  Incumbent decides third level parking violation appeals.  Strategic decisions in excess of departmental budget or affecting the university as a whole normally require approval of the VP or above.

Impact

The consequence of errors can range from client inconvenience (e.g. If the number of parking permits offered for sale exceed the available parking inventory) to personal injury or death if a threat of violence is not appropriately handled.   As with most important decisions at this university, strategic and operational planning decisions are made collegially with input from many sources.  However, operational response decisions are often extremely time sensitive and therefore made with minimal input from others.  Errors can result in significant financial and reputational loss to the university.  The incumbent is a key resource to senior management in all matters pertaining to risk management, insurance, emergency management, security and safety.    Incorrect or incomplete advice and recommendations can expose senior management and the university to liability in many functional areas.  For example, failure to ensure the university is properly prepared to conduct effective emergency response operations in a disaster situation could result in significant service delivery interruptions for numerous university departments, significant property damage, personal injury and possibly loss of life.  As a result, the university and its’ directors and officers could also face criminal and civil liability.  All functional  (emergency response, risk management, security, safety, access control, parking) are central services therefore errors can impact negatively on other departments, faculty, students, visitors, community organizations (police, fire, EMS, City of Peterborough) and all university stakeholders. 


Education Required

1. General University Degree (3 year) preferably in Business Administration, or a College Diploma (3 year) in Occupational Health and Safety, Emergency Management, Law and Security, Criminal Justice or a field related to one or more of the functional responsibilities of this position, or equivalent experience and training.  

2. Must possess, or be willing to achieve, in order of preference, certification as a Certified Risk Manager (CRM), Certified Insurance Professional (CIP), Accredited Security Professional (ASP), Certified Security Professional (CSP) and/or equivalent knowledge and experience.  

Experience Required

1. Six to ten years’ experience in risk management and insurance, emergency management, occupational health and safety or security fields at the managerial level, preferably in the education or public sector, are required to competently carry out all job functions.

2. The incumbent must have a clear understanding of the Trent culture, vision and strategic goals, Trent’s many and varied operations and their impact on the university’s risk profile, as well as the evolving needs of the university community.  All functional areas are continually evolving to reflect legislative changes and sector best practices. 

3. This position is required to provide up to date and accurate advice on each of the complex disciplines within the portfolio.  Insurance policies, by their nature and scope, form a complex fabric of protection for the university and the Director must assess specific needs, understand the insurance field, interpret complex policy terms, conditions and exemptions and ensure that the University’s needs are appropriately covered at all times.  The complexity of knowledge required includes specialized risk management and insurance knowledge, integrated emergency planning and response techniques based on national and provincial emergency management and incident command procedures, comprehensive understanding and effective application of best campus security practices and technologies, including traditional and electronic access control systems, a thorough understanding of health and safety legislation and compliance requirements and a diverse knowledge of all aspects of university business required to complete risk assessments, recommend mitigation strategies and respond to complex emergencies.  

4. Specific knowledge of police, fire, EMS, Ministry of Labour, Ministry of the Environment and Emergency Measures Ontario procedures is also required to respond effectively in a wide variety of incidents and emergencies.

Responsibility for the Work of Others

Responsible for the supervision of 13 full time, 2 part time and a varying number of student employees and volunteers through three subordinate managers, to provide security, safety, emergency management, medical first response, risk management, insurance and parking services to the university community.  Provides leadership by planning and coordinating the activities of each section so that they support the strategic and operational goals of all other university departments, providing direction to subordinate managers, ensuring appropriate human resources are trained and available to provide 24/7 support to the university, ensuring  that the responsibilities of each program and service delivery targets are met or exceeded, mentoring employees and resolving conflicts brought forward by subordinates, and by all members of the university community, including students, as part of the security and threat assessment functions.  The incumbent is also responsible for the work of the Emergency Planning Committee and Threat Assessment Teams which include senior members from across the university.

Direct Responsibility for the Work of Others: 

· Departmental Assistant 




· Environmental Health and Safety Officer


· Security Manager





· Parking and Access Control Supervisor

· TrentU Card Coordinator

Indirect Responsibility for the Work of Others: 
· 12 licensed security guards 




· Parking administrator





· Parking enforcement representative



· 1 -3 TrentU Card, H&S and Parking student employees






· Walkhome Coordinator




· 7 Student more dispatchers




· 6 Walkhome Team leaders




· 100 - 200 walk home volunteers


· 40 + First responder volunteers
Communication

Frequent contacts include all members of the university community to resolve security and safety issues, meetings with senior and middle management to provide guidance on policy implementation, planning initiatives, project management and problem resolution in all functional areas.  Often conducts briefings, presentations and training sessions for new employees, departments and management groups including EMG, Faculty Board and PVP. Infrequent contact with the Board of Governors to report on risk, security and emergency issues.  Moderately frequent contact with professional associations such as COU, CAUBO, OACUSA, CEHSO and RIMS and local and provincial government representatives, heads of municipal services such as City risk and emergency management, police, fire, EMS and media for interagency planning and response coordination.  Occasionally required to act as Trent spokesperson with the media on risk, security and safety related issues.

Communication regularly involves complex, sensitive or controversial information, especially in relation to security and threat assessments.  For planning and risk management related functions, communications require consultation and the ability to negotiate with and persuade others, and to handle difficult, volatile and stress-producing situations while maintaining effective relationships.  Lack of judgment and discretion could result in significant reputational damage and civil liability.  Job responsibilities require communication with diverse contacts, both inside and outside of the university, including senior officials in the university, government representatives and the general public.

Motor/ Sensory Skills

· Fine motor skills - Operating computer equipment including Blackberry

· Gross motor skills - Operating of vehicles when required

· Coordination - Walking and running while performing security related duties at special events

· Equilibrium - Responding to emergency calls in all natural and human-made terrain on campus

· Dexterity - Keyboarding, using radio with earphone and lapel mic.  Accuracy and speed required in emergency situations, at other times speed and accuracy is related to efficient use of time.

· Visual - Observation of hazards, human threats, property damage for security and insurance investigations or emergency response; reading documents and computer screens with small print for several hours a day

· Smell - Identification of hazards such as gas leaks, chemical spills, biological substances

· Hearing
 - Able to participate in meetings of large groups, engage in telephone conversations and teleconferences

· Detect unusual noises in an emergency or security response situation, able to respond to audience questions in presentations

· Touch - able to identify irregularities not visible to the eye when conducting security or insurance investigations

· Taste - not normally required

Effort

This position acts as a change agent within the university to promote a managerial culture based on risk management and integrated planning principles, and therefore requires frequent periods of concentration for research and analysis despite frequent interruptions and distractions from members of the university community seeking advice, direction and problem resolution on issues relating to all six functional areas. The specific requirements for mental effort, explained below, result in moderate to high levels of fatigue, depending on the workload which is cyclical and effected by departmental staffing levels.

Mental:
· Sustained focus - To comprehend significant amounts of written and verbal material regarding complex matters such as insurance claims, legislation, legal opinions, security and safety investigations, budget forecasts, strategic planning documents etc.  Able to concentrate on what is being presented.
· Intelligence - to understand material and concepts being presented in complex risk management and legal topics, including legal, contractual and insurance terminology.

· Memory - to retain information, techniques and processes necessary to respond to security, safety and emergency situations, conduct meetings and presentations, provide advice in a timely manner on insurance and risk management issues.

· Creativity - Able to assimilate complex information and processes, perform gap and risk analyses and produce creative solutions to problems in six different functional areas.

· Multitasking - Able to prioritize and respond to many varied demands for advice, interpretation, analysis and response in six functional areas, to meet often very short deadlines.
· Judgment - able to apply knowledge and skills to respond to emergency situations, requests for advice, problem solving and decision making, knowing when to consult.
· Learning - Must continually learn new techniques, legislation and best practices in six disciplines.  Must learn numerous software programs (axiom, key wizard, parkadmin, excel, access) as they are acquired or updated to assist in data based risk analysis and improve efficiency of day to day operations.

Physical:
· Walking, Standing - For four or more 10 hour days straight during convocation, HOTT and other high profile university events.  Responding to emergency and security situations as necessary on campus also requires quite a bit of stair climbing.  Walking to meetings and appointments on campus.

· Sitting - In an office setting, conducting meetings or computer work for much of the day.  


Physical effort normally causes little fatigue beyond what is common to most jobs.

Working Conditions
Physical:
· Required to respond to major emergencies and security incidents 24/7 and be on site for high profile special events, including those held outside in all weather conditions.  Little chance for sleep during emergency situations necessitating activation of EOC, however this would be a rare occurrence.

· The most negative consequences are related to stress from psychological factors, extended and often unplanned working hours and the requirement to be regularly available after hours.

Psychological:
· Dealing with frustrated, angry or violent persons, primarily in support of security or parking operations.

· Dealing with uncooperative or arrogant employees who resist the change initiatives this position is tasked to bring about.

· Uncertainty of developing emergency events and their effect on university operations.

· Requirement to be available for direction or response in any variety of emergency, safety or security situations, 24/7, erodes ability to relax and increases stress.

· Varied nature of portfolio and emergency/security response duties result in frequent interruptions, changing deadlines and time pressures as planned projects get pushed to the back burner to deal with new and constantly changing priority situations.

· Large, varied workload with response requirements that change daily causes stress as there is no regular daily work routine.

· Briefing and presenting to senior management on significant risk related issues is also stressful.

· Variety of functional areas often have conflicting demands internally, as well as with goals and objectives of other university departments.  Incumbent must resolve such conflicts in the best interests of the university, even if it is not in the best interests of the department.  E.g. Relinquishing parking revenue to support athletics initiatives designed to improve student engagement and retention.

· Multiple competing demands result in double booking meetings or having to significantly extend the work day on a regular basis to ensure job expectations are met.
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